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Ta6muma Ne 1

HanmenoBanue

KommenTtapuu

OpueHTHPOBOYIHAS
CTOUMOCTh

Beb6-cepBuch miis
HHBEHTApU3aIUH 1
KHUTOBBIIAYU

ODYHKIMOHA MO3BOJISICT MOMEHTAIILHO (JOPMHUPOBATH 3AIHCH B
AJIEKTPOHHOM KaTaJiore 3aMMCTBOBaHUEM U3 Katanoros PI'B u
HBP, 100aBsTh B 3aMMCTBOBAHHEIC 3aMKMCU HHPOPMAIIHIO 00
9K3EMIUIAPAX, OCYIICCTBISTh MOJrOTOBKY KOMIUICKTOB IS
KHUTOBBIJIA4H4, OCYIICCTBIISTh TCKYIIYI0 KHUTOBBIIAYY WK
KOHBEPCHIO HH()OPMAIHH O BbIIa4ax, BEIIOJHEHHBIX paHee (C
OyMakHBIX (POPMYJIIPOB), BHITIOIHSITH MPOBEPKY (HOHA TTO
WHBEHTapHBIM HOMepaM, mTpux-koaaMm uiu RFID-meTkam,
BBOJIUTH MITPpHUX-KOAbI/RFID-MeTKH kK ”HBEHTapHBIM HOMEpaM,
(hopMHpPOBATH IPUMEUAHHS O COXPAHHOCTH SK3EMILISIPOB,
JI00aBIIATH N300paKEHHST 00JI0KKH, OTTIABICHYS H JIp.
Croumocth MoayibHast. [logpoOHOCTH cM. B Tabmuie Ne 2
https://irbis.elnit.org/read.php?24.136567

IToamucka:
ot 15000 B rox

Beccpounas
JIUIICH3US:
ot 31500

IIporpamma mist
3aMMCTBOBaHHUS
OoubimorpaduuecKux
3anucel u 3arpy3ku B CAb
NPBUC64

[puosxeHne 1Mo3BOIISET CYIIECTBEHHO YCKOPHUTH ITPOLIEIYPhI
nmnopra 3anuceit B CAb MPBMC64 u3 HanoHaIbsHOrO
O6nbmrorpaduuecKoro pecypcea, a TakKe JEKTPOHHBIX
karanoros PI'b u PHB, 3arpyxas kak MeTafaHHbIE, TaK 1
n3o0paxxeHne 000xkkH (pu Hanu4um). [TogpobHocTH CM. IO
ccpuike: https:/irbis.elnit.org/read.php?24,136061

ot 6500

CepBHC MTaKETHOT'O
3aMMCTBOBAHHUS
oubIrorpaduIecKux
3anuceit

[IpenocraBienne JOCTyIa K CEPBUCY IJISI TAKETHOTO
3aMMCTBOBaHUS 3anvceil OnbarorpaduIecKux OmuCcaHuii
y4eOHOU TUTepaTyphl IS KO, JTUICeB, TAMHA3WH,
KOJIJIeDKEH, TEXHUKYMOB, TI0 JaHHBIM HAKJIATHBIX.
[ToapobuocTH 1o cepuike: https:/fpu.biblio-service.ru/about

ot 20000

CepBuC MakeTHOU
koppektupoBku b/ CAb
HNPBUC64

Beb-cepBuc (mpuioxxeHue), mpeaHa3HadYeHHOE IS
BBINIOJTHEHHS TaKeTHOH KoppekTupoBku omnook B B/ Cuctemsr
HPBUC.

Bo3M0HO 0OKa3aHME Pa30BBIX YCIYT MO KOppeKTupoBke b1
Cuctemsl MIPBUC xak B oHnaiin Tak U B odraiiH pesxume.
IMoapoGHOCTH 1O CCBUIKE:
https://irbis.elnit.org/read.php?24.136816

ot 15000

Heotnoxnas (3xcpecc)
MTOMOIITh

Ycityru o TUarHoCTUKE ¥ BOCCTAHOBJICHUIO
paborocniocoonoctn CAb MPENC64

ot 9000

YcraHoBka u 6a3oBas
HacTpoKKa cepBepa
HNPBHC64

Bxorodaer B ce0st ycTaHOBKY M 06a30Byto HacTpoiiky CAb
HNPBNC64, HacTpoliKy ClieHapHeB PE3epBHOIO KOMUPOBAHUS, a
TaK)Ke HACTPOHKY IA0JIOHOB CTATUCTHYECKUX (OpPM,
npeaycmotpeHubix B B/l 9K u B/l nmons3oBareneit CAb
HNPBUC64. Bo3MoykeH nepeHoc Bcel 3HaUMMON HHPOPMALUU 1
HacTpoek u3 aeictyrouiei Bepcuu CAb IPBUC64.

ot 35000

VYcraHoBka u 6a3oBas
Hactpoiika Web-MPBIC64

Brirouaer B ce0s1 yCTaHOBKY U 0a30BYHO HACTPOUKY web-
cepBepa (apache nginx), HacTpoiiKy pabOTHI IO TPOTOKOITY
HTTPS c ycraHoBkoii cepTrdukata ssl, ycTaHOBKY 1 0a30BYIO
Hactpoiiky Web-MIPBHIC64 (BkmtoueHHE/OTKITIOUEHUE
Pa3INYHBIX PEXKUMOB pabOTHI, TPEAYCMOTPEHHBIX
¢ynkunonasom CAb MPBUC64, HacTpoiiKy 0JHOTO 13
BapHaHTOB ayTCHTH()MKAINH TI0JIb30BATEIICH, BKIIIOUCHHE
pexxuma asropuzanuu no LDAP npoTtokoiny, NogKIIOUE€HUE U
HACTPOWKY MepeyHs JOCTYIHBIX 0a3 TaHHBIX)

ot 25000

Ycranoska u 0a3zoBast
Hactpoiika J-MUIPBUC

Brirouaer B ce0s1 yCTaHOBKY U 0a30BYIO HACTPOUKY web-
cepsepa (apache nginx), HacTpoiiKy pabOTHI IO IPOTOKOITY
HTTPS c ycranoBkoii ceprudukara ssl, yctaHoBky u 6a30ByI0
Hactpoiiky J-MPBUC (BkioYeHHE/OTKIIIOUECHHE PEKUMOB
paboThl, HACTPOIKY OJHOTO M3 BAPUAHTOB ayTEHTH(UKALIMN
TI0JIb30BaTENIeH, BKIIFOUEHHE pexxuMa aBTopu3zanuu mo LDAP
MIPOTOKOITY, TOAKIIOUEHNE W HACTPOWKY MEPEUHS JOCTYITHBIX
0a3 TaHHBIX)

ot 30000

Hactpoiika kouBepTanuu u
HMMIIOPTA JJAHHBIX O

Bxirogaet HaCTPOWKY ClIeHApUEB OJJHOKPATHOTO H/FITH
€XETHEBHOTO OOHOBIICHNS HH(OPMAIINH, IPEIOCTABISIEMON 13

ot 15000




TTOJTB30BaTEISIX U3 (hopmaTa
csV (CTyZIEHTBI, COTPYIHUKH)

BHemHe# o otHomeHnto k CAb UPBUC cuctemsr (ONUOC
BYy3a, TaHHBIE CUCTEMBI oTaena kaapos mimn CKY 1)

10 Hacrpoiixa koHBEpTEPOB Paspabotka kouBeptepos nanubix (CSV, EXCEL, XML, oT 8000
uHdOpMaLUH MARC), nonoiaHUTeIpHOr0 (YHKIMOHAA, TPUIT0KEHUH
11 Hactpoiika OeciioBHOM Brumrogaet B ce0s HacTpoiiky 3amuceit RSU 3BC, HacTpoiiky ot 18000
ABTOPU3ALMK BO BHELIHUX MaKeTHOTO UMIIOPTa 3amuceid u3 BHentHuX IBC B ¢opmare iso
IBC ¥ cHCTEMBI €MHOMN i TekctoBoM popmate MPBUC.
TOUKH OCTYyTIA K Bo3moxkeH Takke 1 UMIopT 3anuceit n3 DbC Hammmu cuiaamMu
IO TIPEJOCTABICHHBIM TaHHBIM JUIS BRITpY3KkH 3amucei u3 IbC.
3JIEKTPOHHBIM
00pa3oBaTeILHBIM pecypcam
12 ITepenoc u Hactpoiika CAb Brirouaet B ce0s1 KOppEKTUPOBKY IyTEH, MPaB JOCTYIIA, ot 27000
MUPBUC64 Ha Linux- HACTPOUKY CHCTEMHBIX CITY)KO, YCTAHOBKY JTOTIOJIHUTEIHHBIX
mathopme KOMITOHEHTOB (TIpH HEOOXOANMOCTH), a TAK)XKE CLIEHAPHUEB
IUTAHUPOBIIUKA PE3EPBHOTO KOMUPOBAHHSI.
13 HacTtpoiika TexHosioruu [To3BossieT opraHn30BBIBaTH CChUIKK Buaa https://{ tomenHoe 25000
KOPOTKHX CCBLIOK B Web_ UM Be6-cepBepa}/elib/l23/ (KaK B 9BC), YTO CyHmICCTBCHHO
moxyine CAb UPBHC64 KOpO'€ MOJHOTO MOUCKOBOTO 3a1poCa i NMEET Pin
MIPENMYIIECTB Nepe MOTHOH CCBUTKOM IMMOUCKOBOTO 3aIpoca.
[ToapoOHOCTH O CCHUIKE:
https://irbis.elnit.org/read.php?24,123927
14 Hactpoiika cuctemsi ®dopmuposanne BJ] HHOCTPaHHBIX ar¢HTORB 110 TAHHBIM 35000
MOHUTOPUHIA Mumniocta Poccun n exxenenensHoe ooHosnenue b1,
HeKenaTelbEEIX OpraHu3aiys CB3KH ¢ 3amucsamu b/l anekTpoHHOTO KaTaora,
OpraHH3alHi, SKCTPEMHCTOB, (bopMnlzosaHHe CJIOBaps «COBIAJICHUEC C MHOATCHTaAMI,
TePPOPHCTOR, HHOArEHTOB I HaCTPOMKa OTYETOB 00 W3MCHEHUH COCTABa HHOAICHTOB 1
N BO3HHUKHOBEHUH COBMAaJIcHUI ¢ nH(popMmalmer B BJ]
MAapKUPOBKH 3aINCCH B ANIEKTPOHHOTO KaTajiora, HacCTPOHKa OTOOPaKEHUSI MAPKUPOBKU
COOTBETCTBUH C 255-D3 sanuceid B Web-MIPBUC B pexuMe peasbHOTO BPEMEHH.
[ToapoOHOCTH MO TEXHOJIOTHH:
https://irbis.elnit.org/read.php?10,132702
15 | Ananranus unrepdetica Hcmons3oBanne Bootsrap5 maet cieyromne penMyIecTBa: ot 80000
Web-UPBUC64 k 1.  ApantuBHOCTH HHTep(deiica K pa3IMuHbIM pazMepam
0 OPMIICHHIO TTOpTAIa JTUCTIIIEEB YCTPOUCTB (CMapTQOHBI, TUIAHIIETHI, CEHCOPHEIE
OpraHM3aLUHA-TIOb30BATEI KHOCKH) — JIIEMEHTBI CTPAHHUIIBI H3MEHSIOT CBOU pa3Mep U
N TIOJIO)KEHHUE Ha CTPAHHIIE B 3aBUCHMOCTH OT Pa3MEpOB U
M IepeBOJL MHTEp(eiica paspelleHHs SKpaHa UCIIOJIB3YOLIErocs yCTpOcTBa, Onaronaps
moznyns Web-IPBHC64 na YeMy BBICTPAUBACTCS YIOOHOE B3aMMOICHCTBHH OJIH30BATEIIS
HCHOHBOBaHer C MaTepHaIaMu BeO-CTPaHHIIbI
IPOrpaMMHON 1IATGOPMBI 2. YnpoieHHas KacToMu3alus HHTepdeiica — s
Bootstrap5 N3MEHEHHMSI [IBETOBOTO 0(hOPMIICHHUS MIIH TIOJIOKEHUSI KOHTEHTa
Ha CTPaHHUIIE JOCTATOYHO BHECTH KOPPEKTHPOBKH B CTHIICBBIX
(harimax
3. Bpewms oTkimka — 61arogaps COBPEMEHHBIM TEXHOJIOTHIX
aJIEeMEHThI HHTepdeiica, mocTpoeHHOTO Ha Bootstraps
3arpy’kKaroTcs 3aMETHO OBICTpee
4. IlpuBnekaTeabHOCTb JIs TIOJIB30BATEIIS — HHTEpQeiic
Bootstrap5 Oosiee moHATeH U y100€H HOJIB30BATEIIO.
[epeBox unrepdeiica Moyt Web-UPBHC64 na
nporpamMmmHyto mwiatdGopmy Bootstrap5, Hapsimy ¢
HCIIOJIB30BaHUECM JOTIOTHUTENbHOM B/l muist ynpasieHus
KOHTEHTOM TI03BOJIUT TP HaroJHeHUu 3toit b1 u mpopaboTke
CTPYKTYPBI pa3aesioB CAETIaTh U3 JaHHOTO MOIYJIIS
[IOJIHOLIEHHBIM TIOPTAJI C HOBOCTSIMH U CBSI3aHHOU
nHpopmanuend u3 bl 3eKTpOHHOTO KaTaiora u 3JIEKTPOHHOK
O6ubMoTeKN.
[Tpu aToM rcronb3ys apxutektypy Web-MPBUC64 moxHO
C03/1aBaTh pa3IMIHBIC Pa3deibl, B T.4. ¥ U BEIBOAA HA
HH(POPMAIMOHHBIX KHOCKaX U UH(OMaHEesIX.
[Tpumep peanuzarmu: https://test-ebs.ircons.ru
16 Ananrarus uaTepdeiica J- Brirouaer B ce0s amanranuio madaoHoB opopmiieHus Monyisi | ot 60000

HNPBUC k odopmiaeHHUIO
MopTaja OpraHu3aIuu-
MOJIB30BATEIS,
JIOTIOJIHUTENIbHAsL HaCTpOMKa
¢dyHKUMOHANA

J-UPBUC k odopmieHuio BeO-mopTana/caiita 3aka3unka.
B03M0XHO BBIIIOJIHEHHE HACTPOCK U BKIIFOYCHHE IITATHOTO
¢yukuuonana monyis J-MPBUC k motpeOHOCTSIM OMOIHOTEKY,
a TakXke pa3paboTKa JOMOJHUTEIBHBIX PEKIMOB PaOOTHI.




17 HacTtpoiika TeXHOI0T M Bxurodaer B ce6st popmupoBanue b/ muist yaeTa KOMIUIEKTOB, ot 25000
BBIJJAYM KOMILUJICKTOB TaJIOHOB KOMIIJIEKTOB, @ TAKXKE INITPUX-KOJO0B JJIA UX
y4eGHOI THTepaTyphl B naeHTudukanuu. Beigada koMIiekTa ocymecTsisiercss B APM
WUPBUC64 Kuurossigaya ¢ 0THOBpEMEHHON perucTpanuei Bcex

9K3EMIUIIPOB, BKIIOUYEHHBIX B KOMITIEKT, HO C pa3eiIbHBIM
YYETOM 3THX SK3EMIUIIPOB B DJIEKTPOHHOM (OPMYIIIpe
YUTATEIIS.

18 YcraHoBka u HaCTpOﬁKa YcTaHOBKa OOHOBJICHUH, BBIITYCKACMBIX Pa3pa00TYNKOM U ot 15000
o6HoBenuiit CAB IPBUC64 | 6a3oBas HacTpoiika (Ipu HEOOXOIUMOCTH)

19 Hacrpoiika negatu KoppektupoBka UMEIOIIHUXCS WIH pa3paboTKa HOBBIX ot 7000
BBIXOJHBIX ()OPM M OTYETOB BBIXOTHBIX QOpM (B T.4. POPMBI TIEUaTH ITUKETOK IITPUX-

k0710B/QR-K0/10B)

20 | Hacrpoiika u Kondurypauus npenocrasiseMoro cepsepa: mpoieccop: 4 ot 4500 B Mecs1
IpEIOCTABICHHE simpa 2,2 I'T, o6beM quckoBoro npoctpanctsa 50 I'6, SSD,
KPYTIIOCYTOYHOTO JOCTYIIA K O3V: 8 I'6 (onepannroHHas cucTeMa MpeoCTaBIsAETCS Ha Bpemst
BUPTYaIbHOMY CEPBEPY B apeHIbl BUPTYATbHOTO cepBepa), antuBupyc Dr.Web Enterprise

Security Suite. Ycayru BKIIIOYAIOT ITyCKOHAIaA04HbIE paboTHl,
cetu MIHTEpHET (XOCTHHT) )

HACTPOWKY aHTUBHPYCHOTO MPOrPAMMHOTO 00ECIICUCHHS,

CETEeBOr'0 3KpaHa, IapaMeTpoB AOCTyIA K paboyeMy CTOITY IO

nporokony Microsoft RDP, Open VPN.

21 AIMUHUCTPUPOBAHNC Ycityru BKIFOYAIOT B ¢e0sI BBITIOJIHEHHE PE3EPBHOTO ot 5800 B MmecsIg
BHpTya_anoro CepBepa KOIMMPOBaHUA 3HAYUMOM I/IH(i)OpMaIlI/II/I (B TOM 4YHUCIJIC

crucTeMHBIX (aitnoB u daitnos 6a3 nanasix CAb UPBHC64),
YCTaHOBKY OOHOBJICHHI ONIEPAIMOHHON CUCTEMBI, a TAKKe
BEITIOJTHEHHE TIPOBEPKH COACPIKAHUS M apXUBUPOBAHUS
CHCTEMHBIX KYPHAJIOB OTIEPALIMOHHON CUCTEMBI, TIOTHOM
TIPOBEPKH PECYPCOB cepBepa aHTUBUpYCHBIM I10 ¢ gacToToit
BEITTOJTHEHMSI padoT He yame 1 pasza mecsir.

22 | Pacuupennas PacmpenHast uHGOPMALMOHHO-TEXHIUYECKAs! TOIICPIKKA oT 6500 3a 1 yac
UH(OPMALUOHHO- Cuctemsl UPBUC 3aka3unka, BKIIOYAET aJalTalUo
TEXHUYECKAs! IOUICPIKKA MPOrPaMMHOTO IIPOAYKTa B COOTBETCTBUH C IOTPEOHOCTSIMHU

3aka34rka (B MpeIyCMOTPEHHBIX pa3paboTyukoM CHCTEMBI
paMKax, a TaK)Ke B COOTBETCTBUH C (P)YHKIIMOHATIOM H
XapaKTePUCTHKAMU JICHCTBYIOICH y 3aKa34yrKa BEpCUU
CHCTEMBI) TOCPEICTBOM HAMMCAHHS U KOPPEKTUPOBKU
(dhopmartoB, TAOTMYHBIX GOopM U HacTpoek CUCTEMBI, a TAKKe
pemenne mpooiieM dKcIuTyaTaiui CHCTEMBI.

OOBIYHO yCTaHOBKA OOHOBIICHHH, perilaMeHTHOE
00cyKrBaHuUe, a TakKe HEOOIbIINE KOPPEKTUPOBKH HACTPOCK
WM IpyTHe paboThl B CPETHEM B TOJT COCTABIISIIOT mopsiaka 20-
30 uvacos.

23 | IocTaBka comyTcTBYyIOIEro | Bo3moskHa nmocraBka pasnn4Horo o60py10BaHus st B 3aBHCHMOCTH OT
060py,£[OBaHI/I5I u paCXOI[HBIX Opranu3aliu aBTOMaTU3UPOBAHHOI'O y4eTa q)OHHOB O6'LeMOB
MaTepHanoB OHMOJIMOTEKU, KHUTOBBIIAYH U fIH(i)OpMaHPIOHHOFO HOCTABKH M

o0city)KMBaHHs NOJIb30BaTelIei OMOIMOTEKH (pacXoaHbIe CIOWKHOCTH
MaTepHualbl ¥ TOTOBBIC ITUKETKU ¢ ITpux-kogamu, RFID- 06OpY/IOBAHHS
METKH, 000pyTOBaHUE LTS MIEYATH U CUNTHIBAHMUS,

KOMIUIEKCHBIE CHCTEMBI (CTAaHIUH s pabOTHI COTPYIHUKA,

CTaHIMH JIJISI CAMOCTOSITEITLHOM paboThl YMTATENCH,

AHTHKPAXKHBIE CHCTEMBI, CHCTEMBI yCeTa OCETHTENeH) U ap.)

24 | YcraHOBKa M HACTpOIiKa Bo3MOHa Kak IOCTaBKa, TAK ¥ HACTPOMKA Pa3IMIHOTO ot 10000
COHyTCTByIOH.[eFO O60py,I[OBaHI/I5[ JUIL aBTOMATU3aIlluu O6CHy)I(I/IBaHI/I}I quTaTeiaci.
060Dy I0BaHHs (IPHHTEPEI Nmeem TNaPTHEPCKHE COMNAIIEHHS ¢ KOMIAHUAMH I'EKCAT'OH,

JUISL eYaTH LITPUX-KO/I0B, ID-Logic, PCT-HMuBenT 1 ap.
ceHcopuble kuocku, RFID-
000py0BaHuE)

25 Hactpoiika cuctemsl [MoaroToBka MabJIOHOB PACCHUIOK HMH(DOPMAITUK O BBLIAHHBIX ot 10000

PacChIIOK 9K3EMIUIIPAX, HOBBIX MMOCTYIICHHUSAX, COOBITUSIX U

MEePCOHUDUITMPOBAHHON HITH
o011eit nHdGopMaIIuK 110
3JIEKTPOHHOM MOYTE

MEPOTIPUATHIX OMOTUOTEKH, TOCTYTIE K IUTHOMY KaOHHETY,
MpaBuiiax IMOJb30BaHUS U T.I1.




Be6-npunoxenne buCep. Tadauma Ne 2

MNowuck B NnyHbIn PeTpokaTtanornsauma

dopmunpoBaHue 3/IEKTPOHHOM KabuHet NHBeHTapM3auma | U 3aMMCTBOBaHMeE

KOMM/IEKTOB KHurosblgaya | Katanore (ckopo) | uuTaTtens doHaa 3anucem Bcero
Moanucka, 12 mec. 15000 25000 25000 15000 20000 20000 120000
JNnueHsua (6eccpouHan) 35000 70000 55000 35000 65000 80000 340000

BOna manbix 6ubnnotek, ckuaka 50%

Mopnucka, 12 mec. 7500 12500 12500 7500 10000 10000 60000
JNnueHsua (6eccpouHan) 17500 35000 27500 22500 32500 40000 175000

N9 06weobpa3oBaTenbHbIX yupexxaeHui (LWKoAbl, aMuen, rMMmHasum) u yupexaeHui CNoO (Kkonneaun, TeXHUKYMbI, yunauw,a), ckugka 75%
Ana obuieobp yupexa , muen, yupexa, AXKN, yMbl, y wa), ckna,

Mopnucka, 12 mec. 3750 6250 6250 3750 5000 5000 30000

JNnuensua (6eccpoyHasn) 8750 17500 13750 8750 16250 20000 85000

MoapobHoe onncaHne cepBMUCOB NO ccbinke: https://bi-ser.ru/ws/

[emoHcTpaunoHHas sBepcua: https://ws.bi-ser.ru/

* K Manbim 61MbMOTEKAM OTHOCATCSA:
e  6MBAMOTEKM BY30B C OOLLMM KO/IMYECTBOM obyyatowmxcs < 5 Tbic. yenosek
e 0b6uUeaocTynHble 6UH6ANOTEKM C 06 BEMOM KHUMKHbIX GOHAO0B < 70 ThbiC. 3K3EMNAAPOB
e  6MBAMOTEKU My3€eeB, BUBNMOTEKN HaYUYHbIX YUPEXKAEHWNN, C 06beMOM KHUKHbIX pOoHA0B < 100 ThbiC. 3K3EMNAAPOB

I'enepanbHblil JUpeKTOP / Aubmianckmii Poman Cepreesuu

000 "budmmo-Ceppuc"




